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K 3alumMTe OT BHYTPEHHEro
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Hukonan beno6pos

PykoBoauTtenb LeHTpa KOMIMIEKCHbIX NPOEKTOB ANPEKLUN
No UHTerpauum komnaHum «Poctenekom-Conap» .
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O yem nonpgeTt peub

BHeLWwHU 3N10yMbILWNEHHUK BHYTpEeHHUI 3N10yMbILLNTIEHHUK

v



KaTteropuu nonb3oBaTtenemn B 30He pucka

Mo6unbHble unu ypaneHHble
nosib3oBaTenu

Pa6oTta c co6CTBEHHbIX CTALMOHAPHbIX
WM MOGUNbHBIX YCTPOWUCTB

Bo3MOXHOCTb paboThbl 3a OQHUM
YCTPOUCTBOM HECKOJIbKMX NOoJib3oBaTenen

HeBO3MOXHOCTb UMK CNOXHOCTb
NPUMEHEHUSA U KOHTPONSA K YCTPOMCTBaM
TpeboBaHN KOpNOpPaTUBHOWM NONINTUKN
6esonacHoCTU

HeBo3MoOXHOCTb 06ecnevyeHns $U3n4eckKkoro
orpaHn4YyeHns AocTyna Kk yCTponcream

Poctenekom
Conap

NMpuBMnernpoBaHHbIEe NONIb3OBATENMN

PacwwupeHHble npaBa wnn npasa
cynepnonb3oBaTens Npu AOCTyne K 3/ieMeHTaMm
CUCTEMBbI

BoamMoXxHOCTb 06x0aa BCTPOEHHbIX
MEXaHU3MOB 6€30NacHOCTU UNU OTKIIIOYEHUS
HaNoOXEeHHbIX CPeACTB 3awmThl UHPOpPMaLUUn

Hanuune agpMUHUCTPaTUBHBIX NpaB
Ha YCTPOMNCTBaXx, C KOTOPbIX OCYLLECTBNSETCS
pocTyn

MNpaea Ha YHUYTOXEHME XYpPHaNOB COBbITUN
n 3aTupaHue cneaos



Crtapble yrpo3bl NO-HOBOMY

* YpaneHHas pa6oTa kak HOBasi HOpMa * [lonHoueHHOe MobunbHoOe paboyee mecTo
* Pa3mbiTue nepumeTpa « Pab6oTa c ayTcopcepamm KaK 4aHHOCTb
NonyyeHue pocTtyna K BbiBOA U3 CTpOSA BCEN HekoHTponupyemas n KomnpomeTauus
UH$pacTpykType, UHOPaCTPYKTYpPbl UN HeperncTpupyemas ycTpoOucTBa
ncnonb3ysa nernTuMmHoe HapylLieHue CBOUCTB yTeyka nipopmaumm
nogkJilo4yeHne nin 6e3onacHoCTH uenbix
YyCTPOUCTBO MacCuBOB AaHHbIX
nonb3oBaTenyd
Poctenekom

Conap



Heckonbko NnpMepoB U3 XNU3HU

CoTpyAaHUK BbINONHAET
O dyHKkuum NUT-
agMuHMCTpaTopa

MNMoppsapHas opraHnsauus
ob6cnyxunBaeTt 6M3Hec-
CUCTEMY KOMMNaHWUU

Poctenekom
Conap
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Cenn koMmnaHum pepgko
ncnonb3yeT ansA paboTobl
HOYTOYK Unu ctauMoHapHoe
paboyee mecTo

CoTpyaHuK noTepss CBOW
TenedpoH nnum naaHweT unu
NocTaBu/ «NeBoe»
NPUNoXeHue



KomMnnekcHbI noaxon,

*  YcnneHue MexaHu3MoB ayTeHTUUKaLUU

° VIHTerpau.vm He3aBUCUMDbIX CUCTEM
KOHTPOJI1d AOCTYynNa And KPpUTN4eCkKu
BaXHbIX y3/10B -l\

- CospgaHue noBepeHHOM cpeabl ans
pa6oTbl HA MOBGUIbHBIX YCTPONCTBAX ™~

- O6ecne4YyeHne NONHOThI U
He3aBMCUMOCTU PYHKLUN NO
permcTpaumm cobbiTn 6esonacHocTun

MFA MDM PAM DAM DAG



MHorodakTopHasa ayteHTupunkaumsa (MFA)

MHorodakTopHas ayTeHTudukauma onsg HemTpanusaumm
yrpos 6e3onacHocTu

Pa3nunyHble cLeHapum yCUNEHHOM ayTeHTUdMKaunm ans
rapaHTMPOBaHHOW 3alNTbl 4OCTYNa C NCNOMb30BaHNEM
KOMOMHaUMM PasnnyHbiX TEXHONOTNW ayTEHTUOMKALNN

OKOHOMUS BPEMEHM COTPYAHMKOB N aAMUHNCTPaTOPOB
NB, ncknioveHne npocTos B ux pabote

EovHaa cuctema ayteHTUdMKauMm Ha pabovmx MecTax:
B OC, ntobbix KOPNOPATUBHbLIX CEPBUCAX

LileHTpanu3oBaHHOE ynpaBneHue ayTeHTudukaumnen

EOVHBIM XypHan cobbiTuin 4OCTyna C
NepPCOHaNn3npPoOBaHHbIM NOAKIIOYEHNEM K KOPNOPAaTUBHbIM
pecypcam



YnpasneHne mobunbHbiMu yctponctsamm (MDM)

«  (ObecneyvyeHmne COOTBETCTBUS KOHEUYHOWN TOUYKN KPUTEPUSM
©e30nacHOCTH, BK/KOYaa napameTpbl Naponsa v windpoBaHus,
a TakXe BK/IIOYEHNE 3aLUNTbI OT Yrpo3

* Obecne4veHne 6e30MacHOro COEANHEHNS C peECYpCcaMu, Kak
AN8 yCTPOWCTBA, Tak U AN OTAENbHOrO NPUIOXEHNS

*  Peanusaumsa gByx cpepg ons paboTbl Ha ynpaBngemMbIX
YCTPOMCTBaXxX — «fIMYHas» U «kkoprnopaTmBHas»

+ PacnpocTtpaHeHne kopnopaTmBHbIX MPUTOXEHWI
M ynpaBneHne nmm




KoHTponb npuBunernposaHHbix nonb3osartenen (PAM)

+ CospaHne egnHOM TOYKM KOHTPONMPYEMOro AOCTyNa
NpPUBMAErMPOBaHHbIX Nofb3oBaTenen k IC

+ [penocTaBneHne 4OCTyna Ha onpeneseHHbI MPOMEXYTOK
BPEMEHU

* [lpoTtokonupoBaHue (B TOM yncne sugeodpukcauns)
OENCTBUY agMUHNCTPAaTOPOB N COTPYAHMKOB NOAPAOHBIX
opraHmsauumn

+ (ObecnevyeHne NOOOTYETHOCTU OENCTBUN
I'IpI/IBI/IJ'IeFI/IpOBaHHbIX nonb3oBaTenen u I'IO,D,pFI,EI,‘-II/IKOB

*  ABTOMaTM3auus BbIMONHEHUSA TPebOoBaHNM NAPObHON
NONUTUKN

*  ABTOMaTM4YECKOE OBHapyXeHNe HETUNOBBIX UM KPUTUYHbIX
OENCTBUN NPUBUNETMPOBAHHbBIX NOMb30OBaTENEN,
NPOaKTUBHOE pearnpoBaHue Ha aHoManbHoe nosegeHue




3awmnTta 6a3 gaHHbix (DAM)

* AHanma ceteBoOro Tpadurka ¢ BO3ZMOXHOCTbIO MOHUTOPWHIa
NN 610KNPOBKU HENEMMTUMHbIX 3aNpPOCOB NONb3oBaTENEN
M nofay4vyaembix gaHHbix n3 CYB/]

*  (O6paboTka gaHHbIX 1 SONTOCPOYHOE XPaHEHMNE BCEX
3anpOCOB M OTBETOB ANS PETPOCMNEKTMBHOIO aHanmsaa

*  ABTOMaTuM4Yeckum nouck HoBbix CYB/[, He cToawmx
Ha KOHTpOe, knaccumoukaums nx no Tuny XpaHUmMbIX gaHHbIX

*  AHanuTmn4yeckast OTYETHOCTb M NOBEOEHYECKNIN aHanms3
(UBA), BbigBNeHNE HapyLLEeHUN NONNTUK 6e30MnacHOCTH




KoHTponb oocTtyna K HECTPYKTYpUpoBaHHbIM gaHHbIiM (DAG)

° KﬂaCCI/ICIDVIKaLI,I/IFI N NMONCK YYBCTBUTEJIbHbIX AAaHHbIX

* AyoumTt BCcex npas goCTyna K AaHHbIM, BK/l0OYas CoOCTaBeHne
adpekTMBHOM MaTpULbl 4OCTyna

*  ABTOMAaTM4YECKOE BbISIBIEHNE PUCKOB, CBA3aHHbLIX C Bbloayeun
npas u aHOMasbHON aKTUBHOCTbIO

*  BO3MOXHOCTb 6N1OKMPOBKN HENETMTUMHON aKTUBHOCTM

*  [lpoTokonupoBaHne n opMmMpPoOBaHUE aHaNUTUYECKOMN
OTYETHOCTU NO JOCTYNYy K AAaHHbIM




Kak 3TO BbIrNaanT B XU3HU
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YaaneHHble/MOBUbHbIE YnaneHHble
nonb3oBartenu aAMUHUCTPATOpPbI
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He Tonbko peweHuns, HO U Npouecchl

CospaHue poneson

MaTpulbl U onpeaeneHne
30H OTBETCTBEHHOCTU

OnpepeneHue nopsaka
aKcnnyartaumm

5|

Tpeb6oBaHus
K BOBEPEHHbIM cpeaam

MUHBeHTapusauus
n KaTeropmsauus
3NEeMEHTOB
UHOpPaCTPYKTYpbI
n nHpopmaumm
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BHyTpeHHue yrposbl

nEoncCxXoanT n3-3a HenpaBMiibHOro
NCnoib3oBaHMA OOCTYMNa

POCTeneKOM OTy4eT ueHTpa KOMNETEHLUI NO YNPaBAEHNIO AOCTYNOM KOMMNaHUM
Conap «Poctenekom-Conap»


https://www.rt-solar.ru/analytics/reports/

TexHonorunm yrnpaBsineHnda goCctyrnom

MFA: Multi-factor authentication

TexHonornm MHOropakTopHOM
ayTeHTUdMKaLmm

ESSO:

Enterprise Single Sign-On
TexHonorus eOdnHOro Bxoaa

B KOprnopaTnBHbIE MPUIOXEHNA

WebSSO:
Web Single Sign-On

TexHonormsa eguHoro Bxopa
B BE6-MPUNOXEHMUS

Poctenekom
Conap

MY

MY

PAM: Privileged Access Management

KoHTponb 1 ynpaBneHue gocTyrnom
MPUBUIErMPOBaHHBIX NONb30OBaTENen

IDM/IAM/IGA: Identity
and Access Management

Cuctembl ynpasneHna y4eTHbIMK
3anncamMun n o0oCTynom

DCAP/DAG: Data-Centric
Audit & Protection

KoHTponb goctyna
K HECTPYKTYPUPOBaHHbBIM AaHHbIM



Cunctema ynpaBneHus npaBaMun gocTtyna

I/IHTerpauMﬂ Cucrtema nonyvaet KagpoBble
OaHHbIe N LeHTpanusyeT ynpasfeHue
nonb3oBaTensiMn B Apyrux
MHPOPMALIMOHHBIX CUCTEMAX

Poctenekom

Conap



busHec-adpdekT B undppax

CokpalieHne BpeMeHN
oXupaHua npeaocTaBneHns
AocTyna Ansg HOBbIX
COTPYAHUKOB

CokpalieHue
3asBOK B cnyX6y
nopaepXKu

CHuXeHue puckoB
HapyLleHUN
MHpOopMaLMOHHON
6e3onacHocTH

or 3-5

OHen po
MI/IHyT

85%

B cpepHeM akoHoMUsA
BpemeHn UT-nepcoHana
(aaMuHUCTPUpPOBaHUe foCTYNa,
oTBeTbl Ha obpalueHus B UT,
pelweHne npobnem)

CokpallueHne BpeMeHu
c6opa paHHbIX gns
paccnepoBaHUn

CokpalieHue nuiiHux Y3 B
MHPOPMALIMOHHBIX CUCTEMAX
(Ba)KHO Ana cucrtem, CTOMMOCTb
noanepXXKU KOTOpPbIX 3aBUCUT

OT YnUcna y4eTHbIX 3anucen)

CokpalieHune
3anpocoe B CNyX6y
nopaepxXku

CokpallueHune Harpysku
Ha aAMUHUCTPaTOpPOB
B YacTW ynpaBneHus
yYeTHbIMU 3anNUCAMKU

SKoHOMUS BPEMEHU
6usHec-nonb3oBaTenen
Ha pelleHne 3agay
ynpaBneHns pocTyrnom

78%

Poctenekom
Conap




CuHeprusa TexHonorunm

« OTkKas oT naponen
IGA Ansa nonb3oBaTenen
NpPU COXPaHEHUU BbICOKOrO
YPOBHSA 6€30MacHOCTHU

* YnpaeBneHue goCcTyrnom
K HECTPYKTYPUPOBaHHbIM AAHHbIM,
pa6oTta ¢ aTpMbyTUBHOMN MOAESbIO
AocTyna

IGA

* YnpaBneHue c y4eTom
KaTteropusauum oCTyrnos

* [ocTpoeHue poneson Mmoaenm Ha
OCHOBE NOBEAEHYECKOro aHanusa

Poctenekom
Conap



Peann3oBaHHbIN NPOEKT COBMECTHbIX TEXHOTIOrUN

BK/lOMaloWmn B cebs
ABYX$paKTOPHYIO
ayTeHTuouKaumio Ha paboumnx
MecTax, COBMELLEHHYIO C
TEXHONOrMen ogHOKpPaTHOU

ayTeHTnoUuKaumm, u MHTErpaumio
co CKyAa KoHTponb Bxopa

Ha O6bekKkT

YnpaBneHue
poctynom k NC

Poctenekom
Conap



[lpMEeHeHne TEXHONOrMM ynpaBneHnus gOCTYNOM
B Pa3/IMYHbIX CEKTOPaX 3KOHOMUKMU

MFA+IGA+SSO

CnoXHOCTb BbIMONIHEHMS
TpeboBaHUN PerynsaTopos

Cna6bble naponu
N36biToYHbIE AOCTYNDI

Heza6bnokupoBaHHble Y3
YBOJIEHHbIX

CnoXxHocTb KOHTpoONS
CO CTOpPOHbI cnyX6b1 UB

Poctenekom
Conap

IGA

MpocToi HOBbIX COTPYAHUKOB
B OXMAAHUU AOCTYNOB

Bonbwas Harpys3ka Ha
agMUHUCTPaTOpPOB

N36bITOYHbIE fOCTYNDI
HesabnokupoBaHHble Y3 yBONEHHbIX

CnoXHocTb KOHTpoONS
CO CTOpPOHbI cnyX6b1 UB

OnutenbHoe npepocTtasseHune
AONOJIHNTEJIbHbIX JOCTYNOB

IGA+MFA+PAM

N36bITOYHbIE pOCTYNbI

CnoOXHOCTb KOHTpONS
CO CTOPOHbDI cnyX6bl UB

HecooTtBeTcTtBME
Tpe6oBaHUAM 3aKOHOB



[Mnatdopma Solar inRights

O6ecneynBaeT KOHTPO/b AOCTYyNa Ha Kapposbie NHpopMaumoHHsle
360 rpagycoB no BceMy npeanpusaTHIo vieTornH cencTeme!
ABTOMAaTU3NPYET NpoLecchbl AocTyna g =
bl N ABKU

W ynpasnsieT XU3HEHHbIM LUKIOM — _
nonb3oBaTenen =

_
CHuxaet puckm 6e3onacHoOCTU, KoTopbie 3 ==
BO3HMKAIOT NPU pasBUTUN KOMMAHUN B
Ynpasnset puckamu
HeCaHKLMOHMPOBaHHOro AOCTyna 3a cyeT KonnexTop! KoHhekTops!
npepoTBpaweHns SoD-KOH$NNKTOB @
NMoppepxueBaeT kKoHuenuuio GRC o Ao ; MonbsosaTtenu ; o Ao
(Governance, Risk, Compliance) ™ ™

Poctenekom

Conap



NuTerpauunsa Solar inRights

NMoakniouyeHue cucrtem M3 rmuébpuaHon
cpepnbl NpeanpusaTUs K
LEeHTpanM3oBaHHOMY peLUEHUIO

BbicTpoe cosgaHne Heob6xoanMbIxX
KOMMJIEKCHbIX PELUeHMA N NPOLLECCOB
6e3 pononHuTenbHOn popaboTkun
yepes API

CospaHne KO-cucrembl — nepexoan
OT pPa3pPO3HEHHbIX NPOLECCOB K N
€OMHOMY YPOBHIO KOHTPOJIS -

Poctenekom
Conap
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