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TexHonormn asTomaTtmnsauum npoueccos DLP

rd B

NcknoueHune PaHHee
YyenoBevYeCKuxX CokpalieHune BblABNEHUE
ownboK BPEMEHHbDIX U PUCKOB

Tpyao3aTpaT Ha
BHegpeHue
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ABTOMaTI/I3aLI,I/IFI pa3BéprIBaHI/IFI NOSINTUK 6e30NacHOCTU
Ha npumepe DevicelLock DLP

MSI nakem [lomeH
E —> OpraHunsaunoHHasi eanHuua
ycmaHogKka azeHma S @ @ @ © ©
e

Pa3oBas HacTPoOlKa pa3BEPTbiBaHMSA areHTos /
epynnosbie
E nonumuKu NONUTUK AN ANHAMUYECKOTO CMMCKA 3aLMLLLAEeMbIX

YCTPOMCTB
rnpuMmeHeHue rnosiumuk
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PacnpocTpaHeHHbIU anroputm yTeuku

Tunosble NPUNYNHDI

HepocTtaTtoK MHGOPMUPOBAHHOCTH
nonb3oBaTtesien 06 akTyanbHOM

Q@ NONINTUKE NPeaoTBPALLEHNA yTeUyeK
-> AAHHbIX Ha NpeanpPUATUN

> '%9 Peanusauua ncnonb3yemoro

peweHnAa DLP ¢ poKycom Ha
MOHUTOPUHT yTeYEeK B OTCYTCTBUE

[' =] BO3MOXXHOCTe BJOKMPOBKM KaHana
S 4 — s =
[ nepenadyn n nepenaBaembix No HeEMy
yme4dKa AaHHbIX

AxpoHnuc [IHPo3aLwmTa ©2020 6




IHpopmMupoBaHme coTpyaHnKoB o0 nonntuke DLP

Mepa npounakTukn, BO3MOXHas Nnpu yCcrnoBum CUnbLHOW camMo3allunTbl

@ Devicelock Administrators ? X
CunbHaAa Cnabasn / oTcyTcTBYIOLLAA TexHonoruu
Computer Name: Local Computer
camo3alwumTa camo3alwmTa Camo3aLlnThbI DN
Users Rights Shadow Dat,
33|.|J,|/|Ta peLueHl/IFI DLP " sAdministratnrs Full Access
CBA3aAHHbIX CUCTEMHbIX
KOMMNOHEHTOB OT
OTKJTHOYEeHUA
3awmra CMCTEMHBbIX Add Delete
KOMIMOHEHTOB OT A NOTE: We strongly recommend that accounts in this list
= have local administrator privileges to ensure proper

N3MEeHEHUA connection to DeviceLock Service.

[4 Enable Unhook Protection

[ Log Only
rl pOBepKa Ll,eJ'IOCTHOCTl/I [/ Prevent Changes In System Configuration Files
rl ;l rl ;l r = KOMMOHEHTOB peLLEeHNs! Eetich o/ ori
= = =
] e | e | DLP n cBsAA3aHHbIX Cancel
.@ O ® ] KOMMOHEHTOB
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B0O3MOXXHOCTU BNOKMPOBKU

[NepeHanpaBnAT akTMBHOCTb MOMb30oBaTenen B Hannyywmnm obpasom
KOHTPONUpPYyeMble paspeLléHHbIe KaHarbl

@
4®-+->

|

: [>‘_'<3:+ KOHMEHMHbIU aHanus u gounbmpauusi, meHegeoe KoruposaHue,
guodeoa3aruck 0elicmeaul rnonb3o8amerisi
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PaHHee BbIsIBNIeHUE PUCKOB

Ha ©6a3e aHannsa cobmnpaembix pewweHnem DLP gaHHbIX

bonblwune gaHHble ypOBHA

npeanpuAaTmA NpumeHeHne Person-centric DLP
CkopocTb C N /
LCLREENEN PasHoobpasve AHanna q .
A |
P lo® 7 N
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AHanuTuka Ha b6ase JaHHbIX XXypHarnoB

CTtatuctuyeckasa u noBegeH4eckas: norb3oBaTesieun, rpynmn, cpaBHUTEJIbHAA

Mpodunb HOpMbI BbifiBIeHME OTKNOHEHW

Search. WIN81X64_DEMO\Administrator "
o Accounts: Last Tdays  Last 30 days [EEEIERD
Jevicelockcom
€ WINT0-KPPS\user @yandex.ru
€ CL-WINTX86\Administrator ES pmitmi@gmailcom Dmailru Dyandexru
SW@yanderu
€ NT AUTHORITV\SYSTEM (s news
€ Thmailtest] i
2 WINE1X64_DEMOVAdministrator
€ DESKTOP-QUITBOAMAdMIn .
@ Personal loyalty {!Group's average
€ ThAdministrator
\ «Allow Read! eAllow Write! eDeny Read
£ MACBOOK PRO — ADMIN\admi «Deny Wiite-
7 days 14 days [ days RS months
C Hyns: 3-4 Henenu
40
o CIAR TN e S~ o, o .
AP P P PP PP P P PP P PP P P T T T TSI FSSFFSESSS
~~~~~~~~~~~~~~~ AT A GV oF a4V g gV Y Y
0&‘\‘;3‘s“\@!‘(\A’@é‘®¢@®¢¢ﬂ¢@¢wbérr¢q?¢i\@q?¢f;“q)s‘“;ﬁ‘B\ FIFFFETFS
. . . . . < > @ Devices sliowed Devices denied @ Protocols allowed (@ Protocols denied . Group's average
2 Apr, 2018 - 11 Jun, 2020
v
Devices (all activities) Protocols (all activities)
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PaboTa ¢ KOHTEeKCTOM

Ha npumepe BoamoxxHocTen moaynst DevicelLock User Activity Monitor

Peanunsauusa B DeviceLock DLP 9.0

Mbkas HacTpovika NpaBun 3anucK No KOMOMHaUUM ABYX TUMNOB TPUITEPOB

OnpeneneHne ctenenun CuctemHble DLP
BUHbI, BbIiBNEeHNe Bxop B cuctemy, paborta I'IPVOLleCCa, [MpaBuna KOHTEKCTHOro 1 KOHTeH'I:HOI'O
Y obHapyxeHwe nogkmnoyeHunin VPN, LAN, KOHTPOIS!, UCMOMNb30BaHNe YCTPOWCTB U
NOXHbIX cpabaTbiBaHWM WLAN, nogknoyeHve nepmepuinHbix HocuTenewn B 6enbIx cnuckax, v T.M.
YCTPONCTB
T _
——

npOCTbIe npasuia ¢ O4HUM yCIloBUEM U CII0XKHOCOCTaBHbIE npaBwuiia

= [

C6op mokasartenbHom

©a3bl N0 MHUMOEHTaM

JlokanbHOe xpaHeHue 3anucen LiBeTHas nnn 4/6 3anuck ¢ OcTaHoBKa 3anucu npu
Unu nepegava mx Ha cepeep HECKOMbKNX MOHUTOPOB OTCYTCTBMM aKTUBHOCTU
© 2020 11
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Pesiomunpys

Jroam

Acronis DeviceLock DLP

PaspaboTtka n
BHEAPEHUE NONnUTUK
DLP

YnpaBneHue
MHUUMOEHTaMK, B T.u.
paccrnenoBaHue U
cbop aokasarenbHom
0a3bl

YnpasrneHue
puckamu, B T.M.
BbISIBIIEHHbLIMMU

TexHonormm

ABTOMaTM3aLNU
pas3BépPTbIBAHUA NONMUTUK
©e3onacHocTu

Camo3sawutbl DLP
pelweHns

AKTUBHOIO
NpenoTBpaLLEHNs yTeyek
JaHHbIX

AHanusa reHepupyemoro
DLP cnost 6onbmnx

COOTBETCTBYOLLUMU O6GecneueHue cnyx6 UB NHcTpyMeHTamu [aHHbIX YPOBHS
TEXHOMOMMSAMM Ans paboTbl B 060X HanpaBreHUsxX npeanpuaTus
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