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Pa3BeKa Mo OTKPbITbIM UCTOYHUKaM DLP 4

Open-source intelligence (OSINT) is data collected from publicly
available sources to be used in an intelligence context.

In the intelligence community, the term "open" refers to overt,
publicly available sources (as opposed to covert or clandestine
sources).

OSINT - cbop v aHaNn3 pa3BeablBaTE/IbHOM

MHbopMaLUKN, NOYYEHHOM U3 0OLEAO0CTYMHbIX
MCTOYHMNKOB

“90 npoyeHmMos pa3eed00aHHbIX MpUxXooum u3
OMKpPbIMbIX UCMOYHUKOB8 U mosbKo 10 — 30 c4ém
pabomeol aczeHmypsol” — reHepan C. YnncoH

OOPYM L " 1

|

US ARMY

OPEN-SOURCE
INTELLIGENCE

ATP 2-22.9
nepesoj

iam.ru/worlds.htm
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N3pepXKKu «bymarkHon 6esonacHOCTU»

DLP "
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PEKBUSNTbI TJTATEJIbLLNKA:
COXPAHHbIV TEPMAH CBEPOBUY
ONO: COXPAHHbBIN TEPMAH CBEPOBUY

[OKYMEHT, YOOCTOBEPSAKLLMNA MMYHOCTbL: MACMOPT
PO

[MTACTIOPT TJATEJIBLUNKA: 4512 eee+82

OKTMO: 45318000

KBK: 16810809000011000110

TTry: 1010000000004512823182
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02 Mowuck yTeyek B o6nakax Amazon S3 DLP "4

OOPYM L " 1

Mpumep agpeca: /email/attachmail/120/inbox/12292/dev globalcrm ru.zip
YragbiBaem agpec Kop3nHbl AmasoH: http://globalcrm.s3.amazonaws.com/
CneuynanunsmnpoBaHHbin nonckosmK: GRAYHAT WARFARE
https://buckets.grayhatwarfare.com/

phdays.com #PHDays


http://globalcrm.s3.amazonaws.com/email/attachmail/120/inbox/12292/dev_globalcrm_ru.zip
http://globalcrm.s3.amazonaws.com/
https://buckets.grayhatwarfare.com/

NMpumep ynosa: Azure for Defense, npeseHtauua c rpupom DLP '-_|_-I
: : : POPYM L " 1
Microsoft Confidential

Why Azure is ideal for defense organizations

Wit isbe it hybaid -
AZ Azire has Been bk from & ;.a:h:;.::c:n: _’E Eﬂ-’:i -.=:SEI.' - Chir clepth ard Breadih of experience
u re thee grownd ug 1o meet the [Pt ML I . It warking with Both govenmments and

7S e platiom for agencies to l=werage g i X .
strichest security ard irnvcresthon frem e edge te the o businesses oreates synengies that

fo r d efe nse i comphande reguinements and everywhere in-between ENSAne a0ess 10 the katest technolagy

Enhancing the flexibility, resilience, Microsaft Azure

and dependability of resources B
<Presenter name, Title> : - - P ~ D ﬁ

Productive Hybrid Intelligent Trusted

phdays.com #PHDays



CpeactBa NOUCKa No 061a4HbIM XPaHMAULLAM: DLP '-_|_-I
POPYM L " 1
GrayHatWarfare u gpyrue

111 I'6 NnoapobHBIX KPeauTHEIX UCTOPUIA U3NYeCcKUX NUl, BeiCTABNEHL Ha Bceolllee 2017-12-04

obo3speHue
111 IS BHYTPeHHEA HHDOPMaLUWA O JBCATKAX TRICAY KNWEHTOR HayWoHaNsHOR KpeqrTHOA denepaurd (National Credit

\“ Federation, NCF), Chyxinl KPeaWTOR B ropoade Tamna, WTAT $nopuaa, obHApY*HeHs! B OTEPRITOM JOCTYNE B XPaHWnWe
AaHHEE Amazon 53 (AWS).
Natmnal(:rradnt
FEDERATIOMN Buing obHapysews 47000 Gainos, DONLWHHCTED M3 KOTOPLIX - PDF W TEKCTOBLIE AOKYMEHTE, COAepkalHe

YYBCTEMTENEHLIE JAHHLIE KTHEHTOB NCF.

*https://digi.ninja/projects/bucket finder.php

*https://github.com/gwen001/s3-buckets-finder
*https://github.com/swisskyrepo/PayloadsAllITheThings/tree/master/AWS%20Amazon%20Bucket%20S3
*https://github.com/brianwarehime/inSp3ctor

*https://github.com/boto/boto

*https://github.com/GeneralTesler/mubrute

phdays.com #PHDays


https://digi.ninja/projects/bucket_finder.php
https://github.com/gwen001/s3-buckets-finder
https://github.com/swisskyrepo/PayloadsAllTheThings/tree/master/AWS Amazon Bucket S3
https://github.com/brianwarehime/inSp3ctor
https://github.com/boto/boto
https://github.com/GeneralTesler/mubrute

OSINT 8 umdpposom mupe: Shodan.io DLP "4

OOPYM L " 1
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UHcTpyKuma Shodan — iam.ru/worlds.htm



03 Mowuck oTKpbITbIX 623 Mongo DB

[MonckoBaa cuctema: shodan.io

3anpoc: all:"mongodb server information" all:"metrics "country:"cn"

(nopt 27017)
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04 Nowuck oTkpbITbIX H6a3 Elasticsearch

DLP

r "

+
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NounckoBaa cuctema: shodan.io
3anpoc: «port:"9200" all:"elastic indices"»
phdays.com #PHDays

A Takxe: Lampyre, LeakLooker, BinaryEdge, Censys u 1.4
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[ONNaHACKNIN XKYPHANUCT, UCMO/Ib3YA OTKPbITbIE AaHHbIE

n3 TBUTTEpPA, MPOHUK Ha 3aKPbITOE BNAEOCOBELLaHNE

MUHNCTPOB 060pOHbI EC

phdays.com #PHDays
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[laHHble cnctem BuAeoHabnoaeHUA = T

A

phdays.com #PHDays




CeroaHa 6e33aWmTHbI AaxKe CcreucnyKob DLP
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06 YA3BMMOCTM MaccoBbIX MPUNOXKEHU
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INTERNET ARCHIVE

a)) ccbcoE | mﬂﬂﬂﬂﬂllmgﬂﬂlﬂﬂ

NATO Cooperative Cyber Defence
Centre of Excellence Tallinn, Estonia

< C Y & webarchiveorg/web/20150901000000%/https://www.ccdcoe.org/publications/2013proceedings/d3risi_giles.pdf & E N ]

- Collections - Changes - Summary - Site Map

Saved 14 times between September 18, 2014 and January 25, 2021
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N3BNeKaem JaHHble O CeKPETHOM NOCTaBKe ®OPYM L T 4

U3 OTKPbITbIX NTOTUCTUYHECKUX 6as3

52wmb.com
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yhui)e Reew Fxon §

Find Your Potential Target Customers

Lenre global irade by duta, Snd what yor wst cady

Related 8202 Results

3rd Eye Techno Solutions Pvt Ltd.
India | 245 Freight Transport In Total

11,310,000 0,730,008 a Trade data has been updated to

Papees Tonde Reyumte Caromes Tombe Rrpon

Fox Forensic Workstation Standar 6) (Forensic Workstation Fg

v

Alibi Global Pvt Ltd.
India | 5 Freight Transport In Total

Trade data has b ated to 2

Parts For Forensic Workst:

er Graphics Addin Card(Evga Rb

Nepal Police Headquarters
Nepal = 47 Freight Transport In Total

Trade data has been updated to 201

Customis: nded Forensic Workstation (Make-

Maulik Taranga Pvt Ltd.
Nepal 5 Freight Transport In Total

Trade data has been updated to
High End Forensic Workstation

Foundation Futuristic Technologies Pvt Ltd.
India | 604 Freight Transport In Total

Trade data has been u

n-Ace Forensic Cli

Forensic Workst: Examiner 12 Bxi

Pyramid Cyber Security Forensic Pvt Ltd.
India | 542 Freight Transport In Total

Trade data has been updated to 2
r Sfe Forensic Workstation- nsumpition

Antan;

phdays.com

#PHDays
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YnoB — cneunduKauma OCHaLEHUA CEKPETHOro LieHTpa ql?olgx T

Freight Information
Buyer
Suppher
Trade Date 20181206
Purchase N
Ongin ~ Other

Froduct

HS Code 84715090

1001D raid 5, dung igng md rdng 16 da 7370, ndng kec Xl 1I§>700.000 iops,td dfa
Freight Information hang i 100 @

Buyer
Suppher
Trade Date 201812008

Purchase Freight Information
Origin. | Other Buyer I
Product I Supplier
HS Code 84715090 Trade Date  2018M12/06
oroduct | MY €hil forensic workstation. modet taling Puchee | SN
corewin 10, hang mdd 100% @ Crgin  Qther
Container gty 205S5ET Product
Total Amount  2210000{Dollar) HS Code  BAT15090
Unit Price 110500 Product may chll cor s& di lidy (klén i |.'na|nl'r.=.u.'1$:|_ cpu: O8xintel xeon platium 8156 4c 3.60 gh, ram 2048gb hdd: s5d sas 12g
BOOD. model primequest 3800e. hang mdi 100 @
Legistics Informaticn I Containergty 1.0 SET
Shipping Port S Total Amount 418950 0(Dollar)
Purchase port A Unit Price 4189500
- Logistics information
Shipping Fort
phday&com Purchase port (I #PH Days




r_"
10 WnuoHAT ragxeTsi Eolgﬁ -+
HaAlOJIbHblE BECbHI B CTOBOPE C CI)VITHeC-6paCf|eTOIV\ pa3o6naql/|nl/|

HEBEPHOIO MyKa

><OICO0C

Yamasasre Gonoe
13 NOXAATANSH CHONTO TeNS

phdays.com #PHDays



Cnacunbo! ;-) Bonpochbi?
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ANC — y4ymnch, nam Ao cBMAaHUA

Macanosu4 Angpeu Uropesud
http://www.infosystems.ru
http://www.ilam.ru
avalanchel00500@gmail.com

youtube.com/c/KiberDed/about


mailto:avalanche100500@gmail.com

