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HapneXxawlee
npoLeccyasibHoe
odpopMJieHUe pe3ysibTaToB

OcHoBaTenb Forensic Alliance,
[ Tpencenartens MOCKOBCKOW KOSIErm agBoKaToB «KOMOBa W MapTHEPDI»
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IKOHOMMUYECKUE NpecTyn/ieHna u
MOLLUEeHHNYECTBO B KOMMaHUAX
2018 - 2020

MolueHHn4Yeckmne ﬂ,eI7ICTBI/IH KNnNeHTOoB _35%
Pe3yanaT npeackasyem
He3akoHHOe Np1CBOEHME aKTIBOB 31%
JTrobas KoMnaHMst MOXeT CTONKHYTbCS C

npectynieHnaMm Nant NHbIMK
MaHI/II'Iy}'II/IpOBaHI/Ie AJAHHbBIMU

HernpaBoOMepPHbIMU AENCTBUSIMM.
Byxrantepckoro yyerta

28%

MNpwu 3TOM 06beKTbI, CyObbeKTbl 11 CNOCOObI

CcoBepLUeHUs NPecTyrnaeHUnA 1 MoLlueHHNYecTBO B chepe 3aKynokK _ 19%
NpaBoOHapyLLUEeHN’ MOTyT 6bITb Pa3NYHbBIMU,
MoLlueHHn4YecTBO B chepe yrnpaBaeHus
a NocneAcTBMSA AN KOMMaHUM — BCerja 17%
nepcoHanom
BeCbMa npejckasyemsbl
HapyLueHune 3ak-Ba O 3aLMTe KOHKYpeHLnn o
M @aHTVMMOHOMO/IbHOIO 3aK-Ba ’
HenpaBoMepHoe ncnonb3oBaHue
10%

NHCaNAEePCKON MHPOpMaLnK

Hanorosoe MoLUe@HHNYECTBO 8%

* Cpedu 6os1ee 5000 koMnaHUl, CMaswiuX xepmeamu MOWeHHUYeCmeaa 3a nociedHue 2 2000, C02/10CHO BceMupHoMy 0630py IKOHOMUYecKux npecmynaeHuli 3a 2020 200, PwC



@ Forensic
Alliance

[MpsMble PUHAHCOBbLIE MOTEpPU

PenyTaunoHHbIe PUCKN

LLITpadbl N HEYCTOWKMN

3aTpaThbl Ha yCTPaHeHVe HapyLleHNI

NSNS

[paXkAaHCKMe 1 yronoBHble NPOLECChI

NMocnepncreua
ang 6usHeca $ 42 M HP.D.*

* CymmapHo 0415 6os1ee 5000 koMnaHUl, cmaewiux Xepmeamu MoWeHHU4Yecmead 3a nocedHue 2 2000, C02/1aCHO BceMupHoMy 0630py 3koHoMuYeckux npecmynaeHudi 3a 2020 200, PwC



@ Forensic
Alliance

[loka3aTenbCcTBa
OO/HKHbI ObITb:

'I AOMNYCTUMbIMIA
z OTHOCUMBbIMW

3 AOCTOBEPHbIMW
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JonycTUMOCTb AOKa3aTeNIbCTBa

- cTporo GopmMann3oBaHHOE NPaBWIO, KOTOPOE MPeAbABASETCA K

V (=
N
NCTOUYHUKY Cnoco6by coxpaHeHUA

AOKa3aTeNbCTBa B HEM |/|H<|>opmau,vw|

Ero npoueccyanbHoOM
dopme
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NCTOUHUKMU
AOKa3aTesN1bCTB

«Cny>ke6Hoe» N «4yacTHoe»

JlokanbHble HOPMaTUBHbIE aKTbl, TPYAOBbIE 4OrOBOPbI N AO/MKHOCTHbIE NHCTPYKLMN,
pasrpaHnymnBaloLLme «Cy>KebHoe» N «4acTHOe», € 3arnpeToM Ha KonupoBaHue n
nepecbInKy cnyxebHon nHbopmaLnm

MpaBo pacnops>kaTbc MHPOpMaLMel

MoanucHble NncTbl PaboTHMKa C yBegoMIeHeM O npaBe Pa6oTogaTtens no cBoemy
YCMOTPEHMIO pacnopsikaTbcs MHbopMaLen 13 Nepenncki B 31eKTPOHHON NnouTe,
pabounx YaTax, pabouymx JOKyMEHTOB

Kommepueckas TaliHa

JlokanbHble HOPMAaTMBHbIE aKTbl O 3afpeTe Ha pa3rnawLueHue KOMMEp‘—IECKOﬁ TaWHbI

MaTepuanbi cny>ke6HOV NPoBepKU




Cy6beKT npoBeaeHUs
CNy)YXebHon
NMPOBEpPKN
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\/ YNonHOMOYEHHbIe PabOTHUKN
npoBepsaemMoro nmua

\/ AZBOKAThbI

\/ OnepaTvBHble COTPYAHUKN
NPaBOOXPaHUTEIbHbLIX OPraHOB
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[loKa3aTesN1bCTBO
Cnoco6 coxpaHeHunA
nHopMaLmn
L
npoLeccyasjibHas

dopmMa
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Cny)xebHas
npoBepkKa

N NSNS

Ha3HaueHne
[TnCbMeHHble 1oKa3aTe1bCTBa
BelllecTBeHHble JOKa3aTeNnbCTBa

3ak/ltoueHve cneunancToB (3KCNepToB)

MaTepuanbl ¢OTO- N KNHOCHLEMKMN,
ayAuo- N BUAEO3aNnCK

3adukcmpoBaHHble DLP-cuctemamm
NHUNAEHTbI
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Oeno N233-90/11

KaccaumoHHoe onpengeneHune

CynebHowm KoMnermm no rpa)aaHCcKmm
nenam BepxoBHoro Cyoa YOMypTCKOM

Pecnybnmku

NaHo:

OTnpaBka coo6LeHns, cofepXaLlero
6aHKOBCKYH TaHY, 3apUKCUpoBaHHas
DLP-cucTeMoii, UTo NOATBEPXKAEHO aKTOM
no ¢aKTy BbIMNOJIHEHUA KOMWA C 3KpaHa

doBopabl paboTHUKa:

1. He pokasaHo, YTo nHPopmaums bbina
Mncnosib3oBaHa

2. C MOEero no4YToBOro ajpeca, Ho He MHOA

AOKA3SATE/IbCTBA PABOTOAATE/IA

. ®aKT MCNoNb30BaHMSA MPOrPaMMHOTO

KOMTJ1eKca

. Llenb ncnonb3soBaHnsa nporpaMMHOro

KOMMJIeKca, B TOM uncie, s XpaHeHns
coobLleHnin B apxmBe U UHGOPMUPOBAHUSA O
COBbITUAX aAMUHUCTPATOPa 6e30MacHOCTU

. Cny>|<e6Haﬂ 3alnckKa HayaJlbHWKa OTAe N 1a

NHPOPMaLMOHHOW 6e3onacHOCTH

. CnyxebHas 3anmcka AnpekTopa

. AKT 0 pe3ynbTaTax c1y>KebHoro

paccnegoBaHNA
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Oeno N233-90/11

OoBop paboTHUKa:

XHe AOKAa3aHo, UTo HPopMaLMs U3 NMMCbMa 6bl1a UCMOJIb30BaHa

OnpoBeprHyT:

« HOpMaTuBHbIM akTOoM P/l 45.134-2000:

«CO0bLLEeHVe C O4HOIro NOYTOBOrO CepBepa Ha APYron oTrpaBAseTcs TO/IbKO B TOM C/ly4yae,
ecI NPVUHUMALLMIA NOYTOBLIN CepBep CoO0bLLAeT 0 FOTOBHOCTU MPUHSATb 31eKTPOHHOE
coo6u_|,eH|/|e C nocCbllarvOWwero nNoYToBOro cepeepa n agpecat Ha npnHNMMaroLem noYToBoM
cepBepe cyLLecTByeT»

« OTBETOM npoBanjepa:

«MOYTOBbIN agpec, Ha KOTOPbIV bblna 3adunKCpoBaHa OTNpaBKa COOBLLEHNA HAXOAMICS B
aKTUBHOM COCTOSIHWW, UTO NMoApa3yMeBaeT NOCTYMN/eHME HA HEro 3/IEKTPOHHbIX COOBLLEHN
CO BCEX BHELUHWX aZpecoBy.
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Oeno N233-90/11

OoBop paboTHUKa:

2. C moero no4yToBOro agpeca, Ho
He MHOMW

HE ONMPOBEPIHYT

PaboTosaTtenem He nNpeacTaBneHo
A0Ka3aTe/IbCTB TOMY, UTO
coobLeHMe 6b110 OTNPaB/IeHO
HenocpeACTBEHHO PaboTHUKOM,
3adUKCMPOBaH NN b GakT
OTMPaBKM C 3N1eKTPOHHOTI0 ajpeca,
OTKPbITOrO Ha UMA PAabOTHKKA

BbIBOAbI CYAA

. Mockonbky MHGOpMaLMa nonana B obnagaHve

TPeTbero Mua, To eCcTb GakTUYeCcKn cTana emy
N3BeCTHa, GakT pasrnalleHnst CHUTaeTCs
YCTaHOB/IEHHbIM, MOCKOJIbKY HE UMeeT
OPUANYECKOTO 3HAUYEHNS GaKT NPOYUTEHUS
COTPYAHUKAMW TPETLErO NMLLA 3/1eKTPOHHOIO
COOBLLEHNS 1 NOCeAyHOLLEE YAaNeHMe
MOYTOBOrO aApeca, Ha KOTopbI coobLieHMe
MOCTYNWA0, MOCKO/IbKY pa3raalleHne OKOHYeHO
C MOMEHTa NoCcTynieHns nHbopmaumm B
obnagaHve TPeTbero Mua

. OTcyTCTByPOT AO0Ka3aTe/IbCTBa BUHDbI pa60TH|/||<a

B pa3rnaweHumn nHpopmauymu, DLP-cuctema
3apunKCMpoBana To0/IbKO $akT OTNPaBKN
COObLLEeHUS C 3N1eKTPOHHOr0 agpeca, HO He
o
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UTO Aenartb?

7. ZECURION

O cCeopka

& CorpyaH

&2 KapaHtuH

AHanuTuka

Hacrpoitku

DLP

14.05.21 17:08

INSTALLER LOG OCR REPORTS STATUS SWG

Administrator

DNeKTPOHHas noyta

ivanov@holding.ru

YAUBNEeHue =/ OxuaaHue
KaHan
BaxHOCTb Bbicokas
Otnpasutens
Monb3osBartenb

IP-agpec oTnpasuTens
Pasmep MHUMAeHTa

» XypHan aHanusa

BaXKHble JOKYMEHTbI

% Cxema P/1-180.pdf

B

483.5 Kb

CHUMOK 3KpaHa

156.9 Kb

administrator@etd
192.168.230.182
483.6 Kb

@

CHUMOK Be6-Kame...

42 Kb

Tun nHUMAeHTa
HanpasneHue
Mony4arens
KomnbioTep

XocT oTnpasuTens

BHYTpeHHss no4Tta
BHewHee
petrov@privatepersonx.ru
ARM9

ARM9.ETD.local

CHumok Beb-kamepbl

P

3aKpbiTh

Administrator
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7. ZECURION

O Caopka

CoTpyaHUKU

KapaHTuH

DLP omyeTsl
CoTpyaHuku
lpokeu SWG

Ananutuka

RERER]]

HacTpoiiku
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DLP INSTALLER LOG OCR REPORTS STATUS SWG

CBopka

Monb3oBartens BbICOKOW BaxXHOCTU
Administrator 27

Beb cepBuUCHI

Mownck Google
Gmail

Outlook Web App
Mowck Araekc
hh.ru

Mouta Mail.Ru
Office 365
Angekc Mouta
Mouta (Hotmail)

AHOManbHoOe noBegeHue

c

%  Administrator

% Administrator@etd.loca
.. John Smith
@® )Smith@ETD.loca

- Petr Fischer

o her@ETD.local

Ton HapyLwiTenei 3a HeAento

CpepHeii BaXHOCTM

Web-cnyx6a VHUMAeHTbI

294
46

W

- lw

Bcero
p=

Paiinbl
0

o|o|o|>

o

CTapToBada cTpaHMLUA

HEMPOCMOTPEHHbIE MHLIMAEHTHI

1164

3a Becb nepuogj,

AKTVBHOCTb 3a Hejesto

60

30

b‘
17:54 OTKJIHOYEHO ~ O6HOBUTL Jo
MHUMAEHTBLI N0 KaHanam
@ OxpaH (4 @ Knasuartypa (104) @ YCTPOICTEO
@ HTTP (367 @ Mpunoxenne ONEeKTPOHH
@ Staff Contro... (181) @ Discovery (83 Kamepa

412 p
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ZECURION DLP INSTALLER LOG OCR REPORTS STATUS SWG
/

0 ceogka

CoTpyaAHuKN

KapaHTtuH

DLP otyetsl
o
COTpYAHUKN )
Mpoken SWG
~
Ananutuka 1
—_— B

o

3agayum

D

HacTpoinku

D

Co
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Ceogka > lMogotueT 3a 14.05.2021

MoaoTueT 3a 14.05.2021 9

BblAENUTb BCE . BbICTPbIN NOWUCK.

&2 Administrator - Petr Fischer

o O @ SORENET T BHYTPeHHASA NoYTa BaXHble JOKYMEHTbI B r1CbMe BbICbINAH JOKYMEHT.-..

54 Administrator - Petr Fischer

| BTN B L BHYTPeHHsIA noyTa BaxHble AOKYMEHTbI B MUcbMe BbICbINak JOKYMEHTb!. BO3MOXHO..

&2 Administrator - Petr Fischer

© O [ a0 BT | BHYTPeHHsst nouTa BaxHble JOKYMEHTLI B MTACbMe BbIChIat0 JOKYMEHTSI. B...

& Administrator Ha ARM9 [EEiearad
@ Bxoa nonb3oBartens B cucremy

= Administrator > Petr Fischer

BHYTpPeHHSAA NnoYTa roc TaliHa

&2 Administrator
BHYTpPeHHARA Noy4Ta BaxHblli JOKyMeHT JOKYMEHT COAEpXUT roc TaiiHa

Cfl Administrator - USB DISK by SMI Corporation
© O @ | [ Bl ET T 3anuck ¢aiina 3abnokupoBaHa

Cfl Administrator - USB DISK by SMI Corporation
o 2 @ 3anuce cpaiina 3abnokuposaHa

17:08

17:06

17:06

17:01

15:44

15:10

15:07

15:04

NogoTyeT NO BCeM MHLUMAOEHTaM

14.05.21 17:08

e

Yauvenexue OxupaaHue
Kanan
BaxHoCTb
OtnpasuTens
Mone3oBatens
IP-agpec oTnpasuTens

Pasmep nHumaeHTa

» XypHan aHanusa

BaXHbl€ JOKYMEHTbI

L)

Cxema P/1-180.pdf :

E

483.5 Kb

18:00

,{3. Admil
&
OTK/IIOYEHO v O6HoBUTL  Mepec

Bug craHaapTHbIN v

COPTVIDOBK& BpemMs v CHa4a

C

Administrator

Tyun nHUMAEHTa
Hanpaenexue
Monyyatens
Komnblotep
XocT oTnpasuTens ARM

ETD.local

B nu1cbMe BbICbINa LOKYMeHTbl. BO3MOXHO ecTb roc TaliHa
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NMHunaeHT: Konm

14.05.21 15:07
Administrator

e

KaHan YcTpoiicTeo

BaxHocTb Bbicokan

Monb3oBatens administrator@etd
Komntotep ARMS9

MyTb K painny EA\TEST\Cxema P/1-180.pdf

» XypHan aHanusa

)

Cxema P/1-180.pdf
-

483.5 Kb

e

CHUMOK 3KpaHa CHuMOK Be6-kame...

226 Kb 46 Kb

poBaHUe Ha PpieLlKy

Tvn nHUMaeHTa
HanpaeneHue
YcTpoicTeo
Mpouecc

Pa3mep nHuUuaeHTa

3anuck ¢aiina 3abnoknposaHa
Ucxognauiee

USB DISK by SMI Corporation
C:\Windows\explorer.exe
483.5 Kb
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HUuMaeHT: KonnpoBaHMe Ha ¢dneLuKy

Cxema PL-180.pdf

CosepueHHO cekpeTHo (FocyaapcTeeHHan TaiHa) ACN-001\KT

CosepuieHHO cekpemHo

Cocras u3penua:

[Buratens cocTouT us:

ABYX Kamep cropaHus,
TypGoHacocHoro arperaTa,

BycTepHoro HacocHoro arperaTa roproyero,

6yc‘repnoro HacocHOro arperaTta okucnuTens,

rasoreHepaTtopa,

perynsTopa pacxoja roptoyero s rasoreHeparope, 4p okucnurens,
roprovero, NyCKo-oTCeYHbIX KnanaHoB OKUCNUTENA U roplovero,

6noka 6annoHos, ABYX amnyn ¢ NycKOBbIM MOPHOYUM, NYCKOBOIO Gauka.

CUcTeMbl pynesbiX NPUBOAOB, CUCTEMbI NPUBOA OB aBTOMaTUKN, 6noka ynpasnexuns
aBTOMAaTMKOW M JaTUNKOB CUCTEMbI aBapUIAHON 3aLynTbl,

* pambl gsuraTens, 4 3KpaHa, ANA noAorpeBa renus Ha Hagaye G6aka
okucnurens.
* MaccoBoe COOTHOLEHNE OKUCNNTENA W roplodero — 2,72, ApoccennpoBaHe BO3MOXHO B

AvanasoHe 40—100 %.

Ha pucyHke npeacTtasned npunumun pabotel asuratens PA-180

TekcT BnoxeHns & 3aKpbiTh

NEPEXBAYEHHbIA AOKYMEHT
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NMHumnaeHT: KonupoBaHue Ha dnewKy

CHuMOK aKkpaHa

~ | TEST

Daiin MnasHas Moaenuntscs Bua

daitn nasHas MoaenuTses Bua v @ « LR > USB-HakonuTens (E:) > TEST v 3] Mowuck: TEST p

« v 4 B > 3. > Pabou.. LS~ % OXv=@
DE-yBOXvE e ® 3107 koMnbioTep e i IT\,‘,.U.. sun o §
H Bugeo A Wwma Nara uamere * ® Buaco 19.09.2019 17:30 Adobe Acrobat [
““ [lokymeHTbI g sd-5 22.07.2019 12 = [lokymeHTl & OCR Arab 30.07.2019 15:43 ®aiin "JPG"
¥ 3arpyskm &) sd-5 0110201913 $ 3arpys i ss 01.10.2019 19:38 ®aiin "JPG"
e —— 1l a5 0110201913 B Visobpaseriin & Scans-2 23.12.2013 12:02 aiin "JPG"
st I sd-spass 06.02.2020 17 ¥ o u sd-5 22.07.2019 12:14 [Lokyment Micro
# ShadowCopy 15.01.2020 13 3 [#) sd-5 14.01.2020 22:40 Adobe Acrobat [
_Jl O6vemHble 0bbe # SWG sert 26.03.2019 18 ¥ O6bemHble 06be 1 <o 01.10.2019 19:38 Apxie WinRAR
I PaGouuit cron £D Telegram Desktop 02.07.2020 13 B8 PaGound cron # sd-6 12.04.2019 14:44 Adobe Acrobat [
< lokanbHbI Anck (‘,‘ uTorrent 06.02.2020 18 & JlokanbHbIv Avck & Secretdoc_Scan3 25.11.2015 18:25 daiin “TIF
« USB-Hakonurens 8] WhatsApp Desktop 30.06.2020 17, « USB-HakonuTens @ Test 2 (conf) 05.11.2019 12:13 Lokyment Micro
B —— #3 Komneiotep 06.02.2020 15 T — & TS Doc Scanl 24.10.2017 15:18 ®aiin "JPG"
& Ceprugwkar 21.04.2020 17 [L0roBOp Ha yCayrii No BHEAPEHMIO 08.02.2017 15:34 [LlokymeHT Micro
Demo w7 Cyx6bl 06.02.2020 17 bigtiio JL0r0BOp Ha YCnyry Mo BHeAPerio 08.02.2017 15:44 Adobe Acrobat [
Distr @ Cxema PA-180 02.07.2020 15 Distr AokymeHT Govorov ACI 25.02.2017 14:28 TeKcToBbIN AOKYI
Foto %] cxema PA-180 02.07.2020 15 v Foto _ DokymeHT Govorov }Q 18.02.2017 14:58 TexcToBbIfi AOKY!
oLp X 2 oLD @ Pesiome 22.03.2018 15:35 ZokymeHT Micro
JnementoB: 27  BbibpaH 1 anemeHT: 483 Kb 7 - PPT & cexp - Konus - koA pDF 20.02.2017 14:16 ®aiin "JPG"
Tun: Adobe Acrobat Documentl_Pamep: 483 Kb, Aat:483 Kb = Komnsiotep TEST [ Cxema PA-180 —_+_g§ 072020 1“1.—13 - Adobe Acrobat [ v
— Cillie: | T Konuposatb 8 "TEST"

OnemenToB: 46 BbibpaH 1 3nemeHT: 483 Kb

Tun: Adobe Acrobat Document, Paamep: 483 KB, lata uamenenus: 02.07.2020 15:18 483 Kb

SWGE

L} KomnbloTep

1:11 & 3akpbith

CKPAHLUOT PABOYEIO CTOJIA
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CHuMoK Beb-kamepbl

CHUMOK BEB-KAMEPbI B MOMEHT
WHLUUAEHTA
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OuarpamMmmMa cssizen

Chuck West ©

Last activity 2 days ago

3

— to the employee list

= HR Department, Head of HR
A Manager: absent Risk level I I I Productivity Activity index ;l =
+t > v - v 4 E
137 T6s% I I l 1.34% 0 T100% ’

Risks Incidents Emotions Behavior profile Working hours Behavior analysis Mind Map All events Details

Channels all channels v Severity any v Contacts all v Period to date v

Y

4
Sarah\Hill John Smith

Peter Fischer

y

sl @ —
v
g

Chuck West

LEGEND ~

Number of incidents:
== 12 and more

—_— 15

Severity:
= high
= medium
— | OW

Channels
Show photos
Show internal relationships

O Load second level

Number of elements 100

Minimum number of
messages in a relationship

s

Contact and relationship information
updated 13.05 13:12.
Update now



S1C
nce

@ Foren
Allia

Oeno N2 2-'720/2018

PelleHne JIEHMHCKOIro paroHHOro cyaa
r. Apocnasnga 07 noHa 2018 roaa

AAHO 1 AOKA3AHO PABOTOAATENEM

1. Ha pabouunx komnbtoTepax pa3sepHyTa DLP-cnctema « Zecurion». [pn ycTaHOBKe AAaHHOW CUCTEMbI

21

(B TOM Uncne, Ha KoMnbloTep PaboTHMKA) bblna co34aHa 6a3a JaHHbIX, cofep Xallasn JaHHble O
pPaboUMX KOMMbIOTEPAX N YYETHbIX 3anncAX NoJib30BaTeNel KOPrnopaTUBHOW BblUNCINTENBHOM
cetn NMAO

. Ha komnbroTepe paboTHMKA YCTaHOBIEH MOAY/ b CUCTEMbI « Zecurion » - « Zecurion Zlock (Device

Control)», koTopbI NogaepXmnBaeT PyHKLUUIO «TeHeBOro KonmuposaHusa». [py neyatn
cogepXxmnmoro ¢arnnos, 3annucm GannoB Ha BHeLLHNE HOCUTENN, MPOCMOTPE U pefakTUPOBaHNY
dalnnoB., jaHHaA YHKLNSA CO3[aET «TeHeBble KOMUM» (Konuu ¢annos) B IOKANbHOM XpaHUAnLLE A5
BCeX Mosib3oBaTtener, paboTaroLLmx Ha JaHHOM KOMMbloTepe. JJaHHble KON XPaHATca B dopmare:
AaTa; Bpems; ima ¢arina; Pasmep; NMpunoxeHune; Nonb3oBaTtesb (YUeTHas 3anmcb No4 KOTOPOW
NPON3BOAMNNCE YKa3aHHbIe Bbllle AeliCTBUS Haj ¢ainnom). Janee Konuum nepesarotcsa B 6asy
LAHHbIX Ha CcepBepe cMcTeMbl « Zecurion », B KOTOPOW pacnpeAensdroTcs rno katanoram «ata» n
rnoAkartanoram «YuyeTtHasa 3anmcb»
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Oeno N2 2-'720/2018

PelleHne JIEHMHCKOIro paroHHOro cyaa
r. Apocnasnga 07 noHa 2018 roaa

AAHO 1 AOKA3AHO PABOTOAATENEM

3. [Ana kaxagoro paboTHuKa MAO B Lenax obecrniedyeHms 4OCTyNa Ha paboyrie KOMMNbOTEPbI, 4OCTYNa K
NHPOPMaLMOHHBIM pecypcam MAO, pasrpaHnyeHns NpaB AOCTyNa U XYPHAINPOBAHUSA LeNCTBUN,
B cmcTeme Active Directory co3gaeTca nepcoHanbHas ydyeTHas 3anmcb PaboTHMKOB

4. JAna PaboTHMKa bblna co34aHa yyeTHas 3anucb No nmeHem «Rabotniklvanov»

5. Cb 3adukcmpoBaHa 3arpyska, UCnosb3oBaHue N xpaHeHne PaboTHNKOM $annoB, He OTHOCALLMXCS
K MPOU3BOACTBEHHOW AeATeIbHOCTI

6. PaboTHMKY Bpy4eHO yBegoMaeHMe O npoBeseHHOW Cb npoBepke cOb60AEHUNSA UM
NHGOPMaLOHHOW 6e30MacHOCTY

7. HanoxeHo gncumnamHapHoe B3blCKaHUe, CHIXKeH pa3mep npeMmun Ha 10%
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Oeno N2 2-'720/2018

PelleHne JIeHMHCKOro pamoHHOro cyaa

r. Apocnasnga 07 noHa 2018 roaa

> WD

A40BO/Abl PABOTHUKA

. He 6b1n nHbopMmnpoBaH o NpoBeAeHM NPOBEPKN, HE 03HAKOM/IEH C ee pe3y/ibTaTamu

K yBe4OMNeHMI0 NPUIOXKEeHbl pacrnevyaTky TeKCTOB, HEACHOIO NPOUCXOXAeHUS
CBE B35an1a Ha cebs He CBOVCTBEHHbIE el QYHKLMW «KOPMOPaTUBHOW NOAULMN»

PaboTHWK He CTAaHOBUTCSA COBCTBEHHOCTbHO pa60To,£|,aTenﬂ Ha nepunoj pa6oqero BpeMeEHN, HE
TeEPHAET NnpaBa Ha YaCTHYH XW3Hb

|_|pl/| npoBepke NCrnoab30BaiNCb TEXHNYECKNE CpeaCTBa N METOAbl CKPbITOIo HEMPEPBLIBHOIO
KOHTPO/JIA 3a pa6OTHI/IKOM Ha pa6oqe|v| MeCTe, UTO HapyLUa€eT ero rnpaBo Ha HEMPUMKOCHOBEHHOCTb
YACTHOM XUM3HUN. O BO3MOXHOCTU CKPbITOro HEMpepbIBHOINo KOHTPOA Ha pa6oqe|v| He 6biN
npeagynpexigeH n cornacnd Ha 3T1o He AaBal/l

AencTBusaMmn paboTosatens No He3aKOHHOMY BMeELLATe/IbCTBY B €ro JINYHyto cdepy, no
co3paHuUI0 aTMocdepbl CIEXXKU U LOHOCUTENIbCTBA, EMY NPUUMHEH MOPaJIbHbIV Bpep,
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Oeno N2 2-'720/2018

PelleHne JIEHMHCKOIro paroHHOro cyaa
r. Apocnasnga 07 noHa 2018 roaa

AOKASATEJ/IbCTBA PABOTOAATENA

1. MNpaBuWna BHyTPEeHHEero TpyA0BOro pacnopsijka C 3arnpeTom Ha UCMob30BaHNE He B
CNY>Ke6HbIX LeNsX NnepcoHasbHbIX KOMMNbIOTEPOB, pecypcoB ceTu IHTepHeT,
nporpaMmMHoro o6ecrneuyeHuvs, OprrexHUKn u gpyroro o6opyaosaHusa NAO

2. [JOMKHOCTHAA MHCTPYKLMA paboTHMKA C 0653aHHOCTLIO CO60AaTh TpeboBaHWSA
AeiCTBYHOLLEro 3aKoHo4aTeNbCTBa W NOKaNbHbIX HOPMATVIBHbIX aKTOB

3. PykoBogcTBO «O6ecneyeHne nHpopmaumoHHon 6e3o0nacHOCTU Npu
JKCNlyaTauuim CPpeacTB BblYNCIINTENIbHOM TEXHUKU U KOPNOPaTUBHOM
BbluncnutenbHou cetn MNAO»

4. MoAnwncHbIe NNCTbl PaboTHMKaA

5. MaTtepuarsbl Cny>KebHO NpoBepKun
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Oeno N2 2-'720/2018

PelleHne JIEHMHCKOIro paroHHOro cyaa
r. Apocnasnga 07 noHa 2018 roaa

PYKOBOACTBO «Ob6ecneyeHve nHe. 6esonacHoCcTm»

1. PaboTHMKaM 3anpeLjaeTcs:
*  XPaHWUTb JINYHYIO MHPOPMALMIO Ha BblAAaHHOM 060pyAOBaHN

*  LCNOJIb30BaTb pPecypcbl CeTN VIHTepHeT A9 NPOCMOTpPa (3arpy3kun) nHeopmMaumm
dannoB pasBnekaTebHOro xapakrepa, He OTHOCALLEeNCA K NMPON3BOACTBEHHON
AeATe/IbHOCTUY, a TakXe ANA 3arpy3ku, yCTaHOBKW 1 3arycka NporpaMMHoro
obecrneyeHns, CAaMOCTOATE/IbHO NOJYYeHHOro U3 ceTn VIHTepHeT

2. BbipaHHOe o6opyaoBaHue:

* gBNSeTCs CO6CTBEHHOCTbLIO O6LuecTBa 1 BblgaeTca 414 BbIMONAHEHNA PabOTHVKOM
JIOIKHOCTHbIX 06sA3aHHOCTEN



@ Forensic
Alliance

26

Oeno N2 2-'720/2018

PelleHne JIEHMHCKOIro paroHHOro cyaa
r. Apocnasnga 07 noHa 2018 roaa

PYKOBOACTBO «Ob6ecneyeHve nHe. 6esonacHoCcTm»

3. Bce npogykTbl (MHGOpMaLWs), Npon3BeAEHHbIE Ha BblAAHHOM 060pyA0BaHNN,
ABNAOTCA CO6CTBEHHOCTbLIO 06LL,eCTBa U MOTYT 6bITb NPOBEpPEeHbl PaboTHMKaMM
Cb

4, Tpwv yctaHoBneHUN GaKTOB, YINYAKLLNX PabOTHVKA B HECAHKLMOHVPOBAaHHOM N/
HeLle/IeBOM MCMNOJIb30BaHNMN MOBUBHBIX YCTPOUCTB N HOCUTeNen nHbopMaLmu
MHULMann3npyeTca cny>xebHas npoBepka

5. Cneayet yunTbiBaTb, UTO AeUCTBUA Pa60THMKA NPOTOKOJIUPYIOTCA 11 MaTepuabl No
BbIAB/IEHHbIM HapPYLLEHUSIM MOTYT ObITb MpeACcTaBneHbl pykoBoguTensam Obuiectsa
ANS PUHATUS Mep B COOTBETCTBUM C AENCTBYIOLLMM 3aKOHOAATENbCTBOM

6. lMonb3oBaTe/lb HECET OTBETCTBEHHOCTb 33 HECOB/tOAEeHME TpeboBaHWIA PyKOBOACTBA
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Oeno N2 2-'720/2018

PelleHMe JIeHMHCKOro parMoHHOro cyaa
r. Apocnasnga 07 noHa 2018 roaa

MATEPWA/Ibl CNY)XEBHOW NMPOBEPKW

1. CnyxebHas 3anncka HavanbHka Ch:
* BbISIBJIEHbl 3arpysku, NCMoib30BaHVe N XpaHeHie $paiinoB passfiekaTe/ibHOro
XapakTtepa

2. PacnopsxxeHue pykoBoanUTeNns 0 Ha3HayeHn nposepku paboTHnkamm Cb cobnrogeHuns
NHPOPMALMIOHHOK 6€30MacHOCTU MPUY SKCryaTaunm CpeacTs BblUNCINTENbHOW TEXHKY
N LeneBoro NCNosib30BaHWSA pecypcoB cetu VIHTepHeT

3. NMonoxeHwne 06 otgene 6esonacHoctn ¢unmana MAO:

« 3agadamum Cb aBnseTcs, B TOM uncie, obecneyveHme MHGOPMaLMOHHOM
6e3onacHocTn ObLlecTBa

« CB BbINONHAET GYHKLMIO OpPraHM3aLnmn 1 MPOBeAEHNS KOHTPObHbLIX MEPOMNPUATUIA,
cobntogeHnsa Nb Ha Bcex aTanax NPoOM3BOACTBa, 06paboTkuy, Nepesayumnt XpaHeHUs U
nonyyeHns nHGopmaumm
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Oeno N2 2-'720/2018

PelleHne JIEHMHCKOIro paroHHOro cyaa
r. Apocnasnga 07 noHa 2018 roaa

MATEPWA/Ibl CNY)XEBHOW NMPOBEPKW

4. AKT oCMOTpa C pacnedyatbiBaHVeM $GarinoB 1 KOMMPOBAHNEM VX HA ANCK C MOAMNUCIMMN
NPUCYTCTBYHLLINX

5. [lpuvKas 0 CHMUXeHUN NpemMnu

6. Onpoc coTpyaHuka Cb B xoae npoBefeHrs NPOBEPKN: UM MpoBoAMIaCk NMpoBepKa, O
npoBepke PaboTHUK He yBeAOMASAICS B cuiy cneundurkn pabotsl Cb, B
KOMMBbOTEPHOW cUCTeMe 0bLLeCTBa, B TOM YMC/Ie U B KOMMNbloTepe PaboTHMKA
yCTaHOBNeHa nporpamma «Zecurion Zlock», konmpyrowias sce daibl, C KOTOPbIMUA
paboTaeT PaboTHWK. Mog y4eTHOW 3anncbto PaboTHMKA MOXET BOWTW B CUCTEMY
TOJIbKO OH CaM Mo CO34aHHOMY MM CaMVM Mapo/ito. 1o pe3ynbTaTtaM NPOBEPKU MO
yyYeTHOW 3anncbio PaboTHMKA 6bin BbisBneH 31 ¢ainn Kak GakT 1Cnosb30BaHNA
aBTOMATM3MPOBAHHOIO paboyero MecTa B HeMpPoOu3BOACTBEHHbIX LiesIsaxX
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Oeno N233-90/11

1. JoBoabl PaboTHVKa O HapyLLUeHWK ero npas Ha
HEeNPUKOCHOBEHHOCTb YaCTHOW XWN3HW, 3aLLNTYy
NepCcoHasibHbIX AaHHbIX B CBA3W C MPOBeAeHHO
npoBepKoOV He 06OCHOBAaHbI

2. PaboTozaTtenb OCyLLEeCTBAA KOHTPO/b 3a
—— MCNONb30BaHVEM CBOUX MHGOPMALMOHHbLIX PeCcypCoB,
MCNONb30BaHVe KOTOPbIX NPeAyCMOTPEHO TO/IbKO B CBA3U
CO C/Iy>XKebHOW AesATe/IbHOCTbHO PabOTHMKA

3. PaboTtogaTe b B pe3ynbTate NPOBEepPKU He HapPYLLWJI
TpeboBaHWA Y. 3 cT. 86 TK PP, Tak Kak He 06bIBas
HVIKaKo MHGOpPMaL MK O NepCoHalbHbIX AaHHbIX NCTLA
6e3 ero BefoMa, AaHHasA NpoBepKa CBs3aHa C
OCyLLeCTB/IEHVIEM MepPOonpUSATUA N0 MHGOPMALVIOHHO
6e30nacHoOCTV obLlecTBa.

BbIBOAbl CYAA

29
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MUHble npyMepbl cyaebHOM NPaKTUKK

Oeno N¢ 8I-1197/2021

OnpepeneHune cyoebHom Konnermm
Mo rpakgaHCKMM OenaM TpeTbero
KaccauMoHHoro cyga ot 10 MmapTa
2021, r. CaHkT-lNeTepbypr

PaboTHMKOM 6bI710 CKONVPOBaHa
NHGOpPMaLMs CO CIYKeHbHOro
KOMMbOTepa Ha CbeMHbIN
HOCUTEeNb ANA NNYHOIO
MNO/Ib30BaHUS.

CyA npu3Han 3To HapyLUeHneM.

Oeno N2 1-62/2019

MNpunropos [A3ep>XMHCKOro
panoHHoro cyga r. Hoeocmbumpcka
oT 26 deBpana 2019 roga

/lBa paboTHMKa - HACTOALLNI U
6bIBLUNI - OCYyX/AeHbl 3a
pasrnalleHne KoMMepYecKowm
TalHBbI.

Oeno N2 22-2097/2020
AnennaumoHHoOe NOCTaHOBMEHME
KemMepoBcKkoro o6acTHoro cyaa Ha
npurosop r. KemepoBo 19 ntoH4A
2020 roga

PaboTHUMK OCYXAeH 3a HE3aKOHHOE
NCMOJIb30BaHMeE
KOHPUAEHLUMANBHOW HbOPpMaLLK,
cofepxallein KOMMepYeckyo TaHy
npu nepecsblike HGoOpMaLMK Co
CNy>kKebHOoro KoMnbroTEpPa Ha
NINYHBIN 3N1EeKTPOHHBIN agpec
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ansa obecneyeHmsa aKoHoOMMYeckom 6e3onacHoCcT bmsHeca
1 3aLlUUNTbl MHTEPECOB €ro B/agesbLeB

EneHa KOnoBa:
M06.: +7 925 510-85-35

eyoulova@gmail.com
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